NHOPOPMAIIMOHHASA BE3OITACHOCTbD

C kaxaplM TOJAOM MOJIOACKH B HMHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AKTUBHBIX IMOJib30oBaTenerd Pynera. Mexny tew,
MIOMHUMO OTPOMHOTO KOJIMYE€CTBA BO3MOXHOCTEH, UHTEPHET HECET M IMPOOJIEMBI.
OTa maMsaTKa JI0JDKHA TOMOYb TeOe 0€30I1acHO HaXOIUTHCS B CETH.

KoMnniorepHbie BUPVCHI

KomnbroTepHblii BUPYC - 3TO pa3HOBUJHOCTh KOMITBIOTEPHBIX IPOrpaMM,
OTJIMYUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBJSIETCSI CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomonHeHne K 3TOMy, BUPYCHl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOKUTH
Bce (haiiibl ¥ JaHHBIC, TOJKOHTPOJIBHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTO Obliia
3alylieHa 3apak€HHas MpOrpaMMa, a TaKKe MOBPEIUTh WIN JaKe YHHUUTOKUTH
OIEPALlMOHHYIO CHUCTEMY CO BceMu (aiimamu B 1esioM. B GosibIIMHCTBE ciiyyaes
PacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MCTOIH)I 3allIMThI OT BPCIOHOCHBIX IIPpOIrpaMm

Hcnonb3yli COBpEMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3IHBIN
YPOBEHbB 3AIIUTHI OT BPEJOHOCHBIX TPOrPaMm

[TocrossHHO ycTaHaBnuBai madTH  (OMUGPOBBIE  3aIlJIaTKH, KOTOPHIS
aBTOMAaTHYECKH YCTAaHABJIMBAIOTCSA C IIEIBbI0 JOPAOTKHM TpPOrpaMMbl) U APYTrHE
OOHOBJICHHSI CBOCH orepallMOHHOW cucTeMbl. CKayuMBaili HUX TOJBKO C
opurmanpHOoro  caiita paspaborumka OC. Ecam cymecTtByeT — pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIOUH €T0

PaboTaii Ha cBoeM KOMIBIOTEpE IO TMpaBaMH TOJL30BATENsA, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEPE

Hcnonb3yii  aHTUBHUPYCHBIE  MPOTPAMMHBIE  TPOIYKTHI ~ U3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMAaTHICCKUM OOHOBIICHHEM 0a3

Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT



Hcnonp3yil BHEIIHUE HOCUTETU UH(POPMAINH, TaKUe Kak (Ielika, JUCK WIn
¢aiin U3 UHTEpHETA, TOIBKO U3 MPOQPEPEHHBIX UCTOYHUKOB

He otkpbiBail kommbioTepHbIE (aiilfbl, MOMyUYEHHBIE W3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailiibl, KOTOpbIE MpUCIal TBOM 3HAKOMBIH. JIydiie yrouHu
y HEro, OTHPaBJIsLI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 3170 He BHJ Tiepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIb OPCHJI,
mapka. Eme B 1991 romy Huaepnanackas KOMIIAHHUS 3aperducTpupoBaia OpeH
«WECA», uto o6o3nauano cinoBocoueranue «Wireless Fidelity», koTopsiii
MIEPEBOIUTCS KaK «OECIIPOBOIHAS TOUHOCTHY.

Jlo Hamiero BpeMeHH Joluia Apyras a00peBuaTypa, KOTopas SBJISETCS TaKOW Ke
TexHoJoruen. 9to abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO 1aHO C HAMEKOM
Ha CTaHAapT BbICIIMK 3ByKoBoWM TexHuku Hi-Fi, 4uro B mepeBoje o3Hayaer
«BBICOKAsI TOYHOCTH.

JHa, OecraTHBIA HMHTEPHET-IOCTYN B Kade, OTeNsIX W adporopTax sBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOrMe 3KCmepThl CUUTAIOT,
yto obmenoctynubie Wi-Fi cetu He ABsSIOTCS 6€30TIaCHBIMH.

CoBeTbl 10 0€30MACHOCTH PadoTe B 001Ie10CTYINHBIX ceTsax Wi-fi

He nepenaBaii cBOrO JMuHyr0 HH(pOpMaIHio yepe3 odmieaoctymnubie Wi-Fi
cetu. PaboTast B HUX, ’KeJIaTeIbHO HE BBOAMTH MAPOJHU JIOCTYIIA, JIOTUHBI U KaKUe-
TO HOMEpa

Hcnonb3yil 1 OOHOBIISII aHTUBHPYCHBIE MpOrpaMmbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0sl OT 3aKaYKHU BUPYyca Ha TBOE YCTPONUCTBO

[Tpu ucnons3zoBanun Wi-Fi oTkmoun gpyHknuio «OO0muid noctyn k ¢aiaam
U npuHTepam». JlaHHas QyHKUUSA 3aKpbITa MO0 YMOJYAHHIO, OJHAKO HEKOTOpHIE
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIs1 y100CTBa UCIIOJIb30BaHUs B paboTe Win yueoe

He wucnons3yii nyomuunsii WI-FI nns mepegaum  JIMUHBIX  JTaHHBIX,
HaIpUMeEp ISl BBIXOA B COLIMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY

Nnonb3yi Tonpko 3anuiuienHoe coequuenue yepe3s HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBOAN UMEHHO «https://»

B moOwibHOM Tenedone otkimoun ¢GyHkiuio «llogkmodenne kK Wi-Fi
aBTOMaTuyeckn». He momyckaih aBTOMAaTUYECKOrO IOJKIFOYEHHSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacusi.

ConmajbHbIe CeTH

CoumanibHbI€ CETH aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTarOT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBan MusiInap 4ejioBek,



YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH IIaHeThl. MHOTHE MOJh30BaTEIN HE
MOHMMAIOT, YTO MH(OpMalMs, pa3MelleHHas UMHU B COITMAIBHBIX CETSAX, MOXKET
OBITh HalJilcHA W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeIbHO C
0JIaruMu HaMEpEHHUSIMHU.

OcHOBHbIE COBETHI 110 0€30IACHOCTH B COIMAJIbHBIX CETAX

Orpanuyb CIUCOK Apy3eil. Y TeOs B APY3bAX HE JOKHO OBITH CIIYYaHBIX U
HE3HAKOMBIX JIIOJIEH

3amuimiail cBoro 4yacTHYIO xu3Hb. He yka3piBaii maposiu, TenedoHsl, aapeca,
JaTy TBOETO POXKJIEHUS M APYTyI JTUYHYI0 HHGOPMAIUIO. 3I0yMBIIUICHHUKA
MOTYT HCIOJNb30BaTh Jaxe HHPOPMAIMIO O TOM, KaK Thl M TBOU POJIUTENU
IJIAHUPYETE IPOBECTU KAHUKYJIBI

3amuiiail CBOI0 pemyTaluio - JAep>KU €€ B YUCTOTE U 3ajJaBail cebe BOMpocC:
xoTen Obl Thl, YTOOBI APYrH€ IMOJb30BATEIN BHJIEIU, YTO Thl 3arpyxacuib?
[Toxymaid, mpexJie YeM 4TO-TO ONyOJUKOBATh, HAIUCATh U 3arPy3UTh

Ecnau Tel rOBOpUIIB C JIOJBMH, KOTOPBIX HE 3HACIIb, HE HCIIOIB3YH CBOE
peanbHOE UM U IPYryI0 JUYHYI0 MH(OPMAIMU: UMs, MECTO JKUTEIbCTBA, MECTO
y4eObl U poyee

N30eraii pasmemienust ¢ororpaduil B MHTEpHETE, A€ Thl M300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO OIIPEAEIHUTH TBOE MECTOITOI0KEHUE

[Ipu peructpaiyiv B COLMAIBHON CETH HEOOXOIUMO UCIOJIb30BATh CIOKHBIE
NapoJiv, COCTOSIIIME U3 OYKB U IIU(P U C KOJMYECTBOM 3HAKOB HE MEHEE &

JI1st colMaibHOM CEeTH, MOYTHI U APYTUX CAUTOB HEOOXOJUMO UCIOJIb30BATh
pa3zuble maponu. Torga ecnum TeOs B3JIOMAKOT, TO 3JIOYMBINUJIEHHUKH MOJIy4at
JOCTYT TOJIBKO K OJHOMY MECTY, & HE BO BCE Cpasy.

DJICKTPOHHbIE TeHbLI'H

DJIEKTPOHHBIC JICHBI'M — 3TO OYE€Hb yJOOHBIN CIOCOO IUIaTeXeH, OJTHAKO
CYIIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU JECHBIH.

3J’I€KTpOHHBI€ ACHBI'M IIOABUJINCH COBCEM HCOABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax A0 CUX IMOP HC IMPOIIHUCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHU (YHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE UX
pasnensioT Ha HECKOJIbKO BHOB - aHOHMMHBIE M HE aHOHUMHBIC. Pa3Huiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3peliacTcss MPOBOJIUTH OIlepanuu 0e3
UACHTU(UKAIINY TI0JIb30BATEIIs, 4 B HCAHOHUMHBIX HJICHTU(DHUKAIIUN TTOTH30BATEIS
SBJISIETCS 0053aTEIILHOM.

Taxxke cieayer  pas3nuyarb  AJEKTPOHHbIE  (uaTHble  JI€HBIU  (PaBHbI
rOCyJAapCTBEHHBIM BaJIIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBI'M (HE PaBHbI
rOCyAapCTBEHHBIM BAJIFOTaM).



OCHOBHBIE COBETHI MO 0€30MACHON PadoTe ¢ YJIEKTPOHHBIMHU TeHLTAMU

[IpuBsHkM K cueTy MOOWIBHBIN TenedoH. ITO caMblii YAOOHBIA U OBICTpPBIN
Croco0 BOCCTAaHOBUThH JOCTYN K cuery. lIpuBsizanHblli TenedoH MOMOXKET, €CiH
3a0y/ielllb CBOM IJIATEKHBIM Tapojib WU 3aielib Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA

Wcnonb3yit onnopazoBeie maponu. [locine mnepexona Ha  yCUICHHYIO
aBTOpH3aIuio Tebe yke He OylIeT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEKHOTO MapOoJIs

Boi6epu cnoxsbiii maponb. [IpectynmHukam OyaeT HeE MNPOCTO yrajaaTh
CIIOXHBIM maposb. HanexxHele mapoiaum — 3TO MapoJid, KOTOPbIE COAEpk aT He
MEHee 8 3HAKOB M BKIIIOYAIOT B C€OSl CTPOUYHBIC W MPOIMUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CMBOJIOB, TaKME€ KaK 3HaK JIoJuiapa, (PyHTa, BOCKIMIIATENIbLHBIN 3HAK U
T.11. Hanmpumep, StROng!;

He BBO/M CBOM JIMUHBIE TaHHBIE HA cCaillTaX, KOTOPHIM HE JOBEPSCIIIb.

DIIEKTPOHHAS TTOYTa

DJIEKTPOHHAs MoYTa — 3TO TEXHOJOTHS M MPEJAOCTABIIEMBIE €10 YCIYTH 110
MEPEChUIKE U MOJYYCHUIO AJIEKTPOHHBIX COOOIIEHUM, KOTOPBIE paclpeesoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIEKTPOHHBIM TMOYTOBBIA SIIUK  BBITJISUT
CJIEAYIONIMM 00pa3oM: UMs_TOJIb30BaTeNsA(@uMsL_JIoMeHa. Takxke KpoMe nepenadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (haJibl.

OcHOBHBIE COBETHI 0 0€30MACHOM PadoTe ¢ DJISKTPOHHON NMOYTOM

Hano BbIOpaTh mpaBUIBHBIN TMOYTOBBIA cepBUC. B wuHTEpHETE ecTh
OTPOMHBIN BBHIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSTH TEM,
KOTI'O 3HACIlb U KTO MEPBbIA B PEUTHUHIE

He ykasbiBaii B MuHOM mouTe NU4YHYI0 uH(popManuio. Hampumep, myurine
BBIOpATh «MY3bIKaJIBHBIN (hanat@» uimu «pok2013» BmecTto «Temal3»

Hcnonb3yii AByXATAHYI0 aBTOPU3AIMIO. JTO KOTJa MOMUMO MApOJIs HYKHO
BBOJUTH KOJ, MPUChLIaeMbIi 0 SMS

BriOepu croxHbIi 11apostb. JJIs KakI0ro MOYTOBOrO SIIHUKA JOJDKCH OBITH
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb

Ecnn ecTp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BONPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTD

Hcnonb3yld HECKOJIBKO TOYTOBBIX SIIUKOB. [lepBbld 11 9yacTHOM
MEPEINUCKU C aJipecaraMu, KOTOPBIM Thl JOBEpsClb. JTO AJIEKTPOHHBIN ajpec He
HAJI0 UCTIOBH30BATh MPHU PETUCTPAINK HA (Popymax U calTax



He oTkpbiBaii (aiinel M Apyrue BIOKEHHS B MUChbMAaxX JaXe €CIH OHU
NPUIIUTA OT TBOUX Jpy3ell. Jlydie yTouHM y HHMX, OTHPABISIIM JIM OHU TeOe 3TU
(bale

[Tocne okoH4aHus pabOTHI Ha TMOYTOBOM CEPBUCE TMEpEea 3aKphITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXaTh Ha «BBIATIY.

KuoepOvy/JIMHT WM BUPTVAJLHOE H31eBATEILCTBO

KubepOynmuar —  mpecieoBaHUE  COOOIICHHSMH,  COJEPIKAIIUMHU
OCKOpOJIeHUS, arpeccuto, 3aIlyrUBaHKE; XYJIUTaHCTBO; COITHAIIEHOE
OOMKOTHPOBAHUE C TIOMOIIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 10 00pL0Ee ¢ KNOEPOVJIJIHHIOM

He Opocaiics B 6oit. Jlydmmii croco6: mocoBeToBaThCS Kak ce0s BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUThCS. Eciu Thl
HAaYHElIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO eIle OoJIbiie
Pa30KKEIb KOHPITUKT

VYmpasnsit cBoeit kubepperyTaiuei

AHOHUMHOCTH B ceTd MHUMasi. CylIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM

He croutr Bectu xynuraHckuii o0pa3 BHUpTyalibHOUM XKu3HHU. WHTEepHET
buKcUpyeT Bce TBOM JEHUCTBHS W COXpaHSICT UX. YJIUTh UX OyIeT KpaiiHe
3aTPYIHUTEIBHO

Co0uroaii cBOi BUPTYaJIbHYIO Y€CTh CMOJIOTY

Urnopupyii  eauHuunbli  HeratuB. OJHOpA3oBbIE  OCKOPOHWTENIbHbBIE
COOOIIeHHST JIy4lle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaeTcss Ha
HadyaJabHOU CTaguU

ban arpeccopa. B mporpammax oOmeHa MTHOBEHHBIMU COOOIICHUSIMHU, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTIPABKUA COOOIIECHUN C
ONPEAEICHHBIX aIPECOB

Ecnmu 1b1 cBUneTens kubepOyiunHara. TBou NEWCTBHS: BBICTYIUTH MPOTHB
rpeciieioBaTess, IMOKa3aTb €My, 4YTO €ro JACHMCTBUS OLICHUMBAIOTCS HETATUBHO,
MOJJIePKaTh KEPTBY, KOTOPOM HYKHA TICMXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe arpeCCUBHOTO TTOBEICHHS B CETH.

MoouabHbIN TeJaehoH

CoBpemeHHbIEe cMapT(HOHBI 1 IJIAHIIETHI COIEPIKAT B ceOe BITOITHE B3POCIIBII
GbyHKIIMOHAT, W TEmepb OHU MOTYT KOHKYPHUPOBAaTH CO CTAallMOHAPHBIMHU
KoMmmbloTepamu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTWpoBaHME€ W TIOUCK YSI3BUMOCTEH B HUX IPOUCXOJUT HE TakK
WHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.



CoBpemeHHble MOOWJIBHBIE Opay3epbl y>K€ MPAKTUYECKH TOTHAIM HACTOJIbHBIC
aHaJOr¥, OJIHAKO pacuMpeHue (yHKIMOHAJa BIIEYET 3a €000 OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTb.

I[aJICKO HC BCC TIIPOU3BOAUTCIU BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKPbIBAIOIINUC
KPUTHUYCCKHUC YA3BUMOCTHU JJIsI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI J1JI 0€30IMACHOCTH MOOMJILHOTO0 TeJedona

Huuero He siBnsieTcss mo-HacTodAleMy OecruiaTHeIM. Byab ocToposkeH, Beab
Korja tebe mpenaraiT OecrIaTHbI KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHe-
TO IUIATHBIE YCITYTU

Hymaii, npexxne ueM otnpaButb SMS, poTto wnm Bugeo. Thl TOUHO 3HAEHID,
r7ie OHU OyJyT B KOHEYHOM UTOTE?

Heobxoaumo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapTPoHa

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TENEPOHOB

He 3arpyxaii npuiiokeHHs OT HEM3BECTHOI'O MCTOYHHKA, BEJAb OHU MOTYT
COJEPIKATh BPETOHOCHOE ITPOrPAMMHOE O0eCTIeueHNE

[Tocne Toro kaxk Thl BBIAJEHIb C caiiTa, IJi€ BBOAWI JMYHYIO MH(POPMALIHIO,
3aiiin B HACTpOIkK Opay3epa u yaaiu cookies

[lepnonnyecku mpoBepsiii Kakue IUIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM
HOMEDE

JlaBaii cBOMl HOMEp MOOMJIBHOrO Tene(oHa TOJBKO JIFOASM, KOTOPBIX ThI
3HAeIllb U KOMY JI0BEpSCIIb

Bluetooth moskeH OBITH BBIKIIOYEH, KOTJA Thl UM HE Mojb3yemibcsi. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpui

CoBpeMEHHBIE  OHJIAWH-UIPBI - 3TO  KpPacOYHbIC, 3aXBaThIBAOLIUE
pa3BiieueHus, OOBEAUHSIONIME COTHHU ThICSY YEJIOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JTaHHBIA UM MHp, OOIIAIOTCS APYT C APYrOM, BBIMOJHSIOT 3aJaHus,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a YJOBOJIBCTBUE OHM IUIATST:
MOKYNAaroT JUCK, OTUIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce 3T cpenctBa uayT Ha MOJAEp’KaHWE M PAa3BUTHUE WUIPhl, a TAKKE HA cCaMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoOHBIX Urpax CTOUT oOlacaTbCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJBKO
Kpa)kH TBOETO IMapoJisi, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
Urp.
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OcHOBHBIE COBETDI 110 0€30MACHOCTH TBOEIr0 HI'POBOI0 AKKAVHTA

Ecnu npyroit urpok Bener cedsi MJIOX0 WM CO3[aeT TeOe HEmpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB

[Toxkanyiicss aiMHUHUCTPATOpaM UIPbl HA IJIOXOE MOBEACHUE 3TOrO UTPOKA,
YKEJATEIbHO MPUJIOKUTh KAKUE-TO J1I0KA3aTEIbCTBA B BUJIE CKPUHOB

He ykaspiBaii muunyto nuHpopmalyio B mpodaiiiae urpbl

VYBaxail Apyrux y4aCTHHKOB I10 UTPE

He ycranaBnuBaii HeopuimanibHble MATYU U MO/IbI

Hcnonb3yii CII0AKHBIE U pa3HbIE TApOJIH

Jlaxxe BO BpeMsi UTpbl HE CTOMT OTKIIIOYaTh aHTUBHpYC. [Ioka Thl Urpaenis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUINMHT WK KPaKa JHYHbIX JJAHHBIX

OObIuHOM Kpameﬁ JACHCT U IOKYMCHTOB CCTOJHA Y>KC HUKOI'O HC YIHWBHIIID,
HO C PpPa3BUTUCM I/IHTepHCT-TGXHOHOFHﬁ 3JIOYMBINUVICHHUKHU IICPEMCCTUIINCH B
HHTCPHCT, U ITPOJOJIKAIOT 3aHUMATbCs «ITIOOMMBIM JACIIOM.

Tak nmosiBuiIach HOBasl yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHas
Heldb  KOTOPOrO  COCTOMT B TMOJYYEHHH KOH(MHUIECHUHUAIBHBIX  JaHHBIX
M0JIb30BaTENeN — JIOTMHOB U naposeil. Ha anrnuiickoM si3bike phishing untaercs
kak ¢pumuHr (0T fishing — pbIOHas 0B, password — napossb).

OcHoBHBIE cOBeTHI 10 00pble ¢ GPUIIMHTOM

Crnenn 3a cBOMM akkayHTOM. Eciii Thl MOJ03peBaciib, YTO TBOSI aHKETa
Obla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUPOBATH €€ U COOONIUTh
aJMUHUCTpPATOpPaM pecypca 00 3TOM KaK MOXKHO CKOpee

Wcnons3yit O0e3omnacHble BeO-CalThl, B TOM 4YHCJIE, HHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHUCTEM

Hcnonb3yil cinoxkHble W pa3Hble mnapoiu. Takum oOpazoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJy4aT JOCTYIl TOJIbKO K OJHOMY TBOEMY
npo(UIII0 B CETH, a HE KO BCEM

Ecoiu t1ebst B37gOManu, TO HEOOXOIUMO TWPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OaBJIEHBI Y T€Os B JAPY3bsiX, O TOM, YTO T€OS B3JIOMAJH H,
BO3MOXHO, OT TBOETO UMEHU OYJIET pacChlIaThCsl CllaM M CChUIKK Ha (DUIIIMHTOBBIC
CalTBI

VYceranoBu HagexHbid naposib (PIN) Ha MoOMIBHBIN TenedoH

OTKJIIOYM COXpaHEHHE napoJis B Opaysepe

He otkpeiBaii Qaiiibl U Apyrve BIOXKEHHS B NUChbMax Ja)ke €CIU OHU
NPUIIUTM OT TBOUX Jpy3el. Jlyuie yTouHM y HHMX, OTIPABISUIA JIM OHU T€OE ATH
(baibl.



IHudposasg penyranusa

[Mu¢poBas penyrauus - 3TO HEraTUBHAsl WM NO3UTHBHas MHPOpMAaIUs B
cetu 0 Tebe. Kommpomerupyromas wHboOpMars pa3MelieHHas B WHTEPHETE
MOKET CEPBhE3HBIM 00pPa30M OTPA3UThCS HA TBOEH peasbHOU xu3HU. «lludposas
pemyTamus - 3TO TBOW UMHJIK, KOTOPBIA opmMupyetcst u3 uHbpopMaiuu o tede B
UHTEPHETE.

TBoe MmecTo XuUTeNbCTBa, yueObl, TBOE (PMHAHCOBOE IOJI0KEHUE, OCOOEHHOCTU
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIEHHO OTHOCATCA K NyOJMKAalMH —JTUYHOU
uHpopMaruu B MIHTepHeTe, He MOHNMAst BO3MOXKHBIX TTOCIIEICTBUH.

Thl gaxke HE CMOXKEIIb JIorafaThCs O TOM, 4To doTorpadus, pazMelieHHas S5 et
Ha3aJl, CTaja NPUYMHON OTKa3a MPUHATH Te0s Ha palboTy.

KoMmmeHTapuu, pa3melnieHue TBoMX (oTorpapuil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh XK€ I0CIE TOrO, KaK Thl UX yIalUIlb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty UH(GOPMAIIHIO, TI0T1aja JIM OHA B IOUCKOBBIE CUCTEMBI U COXPaHUJIACh JIU OHA, a
IJIABHOE: YTO MOJYyMaroT O Te0e OKpyXkarollee JItoJId, KOTOpble HaWIyT U YBUIAT
3T0. HailTu uHdOpMmMaIo MHOTO JIeT CIyCTS CMOJKET JII0OOH - Kak M3 J00pbIX
noOyXKJIeHUI, TaKk M C HaMEPEHUEM MPUYMHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OcHOBHBIE COBETHI MO 3amuTe MNGPoBoOI penyTranuu

[Toxymaii, pexxae yeM 4To-TO MyOJMKOBATh U MepeaaBath y ceds B Oiore
WJINA B COIMATIBHOM CEeTH

B mHacTtpoiikax npoduiis yCTaHOBH OrpaHUYEHHs] HAa MPOCMOTpP TBOETO
npouIsi U €ro COAEPKUMOTro, ClIeTal ero TOIbKO «IJIsl APY3ei»

He pa3memaii u He ykasbiBail MH(MOpMaIUIO, KOTOpas MOXKET KOTo-audo
OCKOPOJISITh WJIH OOMXKATh.

ABTOPCKOE MPABO

CoBpeMEHHbIE IIKOJBHUKH - aKTHBHBIE TOJIb30BaTeIN  IUGPOBOTO
npoctpancTBa. OnHAKO Jajeko HE BCE 3HAIOT, YTO IMOJb30BAaHHE MHOTHMHU
BO3MOXHOCTSIMH  LM(ppoBoro  Mupa TpeOyeT  coONoleHHs  TpaB  Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH  «HMHTCIICKTyalbHas COOCTBEHHOCTBY» OTHOCHUTCS K  Pa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HA4yMHAs C HOBBIX H300pETCHUN W 3HAKOB,
0003HaYaIOMUX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH , U 3aKaHUMBAsi KHUTaMH,
dotorpadusimMu,  KUHODUIBMAMHU W MY3BIKUIBHBIMA  TPOU3BEACHUSIMHU.
ABTOpCKHME TMpaBa - 3TO IMpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTH Ha
MPOU3BEJICHUSI HAYKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE TpaBa BHICTYMNAIOT B



KaueCTBE TapaHTHH TOTO, YTO HWHTEIUICKTYaIbHBIN/TBOPUECKUN TPYJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHuss aBTOpa HE  MOXKET BOCIPOU3BOAWTH €ro  IPOU3BEACHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIUYHO HCHOJHATH, MMOKA3BIBATH/UCIIOIHITH B A(Upe WIH
pa3memath B IHTEpHETE.

Hcnonb3oBaHue «IUPATCKOT0» MPOTPAMMHOIO 00ECTICUCHUS MOXKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJIEHHBIA HE JerajbHas nporpamma. He crouT Ttakke
3a0bIBaTh, YTO CYIIECTBYET JeETallbHbIe W OeCIIaTHBhIC MPOTPAMMBI, KOTOPHIE
MOYKHO HAUTHU B CETH.

O nopraJe

CereBUYOK.p() - TBOH TJaBHBIM COBETYMK B CETU. 371€Ch Thl MOXEIIb Y3HaTh O
0€30MaCHOCTU B CETH TMOHSATHBIM U JIOCTYIHBIM S3BIKOM, a IPU BO3HUKHOBEHHU
KPUTHUYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKKe MNPUHATh Y4acTHE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM !
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